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Security and Access Specification
Defines who may view, copy, publish, or release production assets.
How to use: Accept or replace each recommended value. Complete the amber column, issue the document to the named recipients, and retain the approved revision.
Document control
	Field or test
	Recommended default or requirement
	Production value or result

	Show
	Full project title and short production code
	

	Spec ID
	PROJECT-SECURITY-ACCESS-SPEC
	

	Revision
	v001. Increment for every issued change.
	

	Issued
	ISO date and time with time zone
	

	Effective
	Immediately unless a future handoff is named
	

	Supersedes
	None for the first issue. Otherwise, name the prior revision.
	

	Prepared by
	Named person, role, company, and contact
	

	Approved by
	Named production and technical approvers
	

	Issued to
	Named people and companies
	

	Acknowledgment record
	Recipient, date, revision received, and exceptions
	

	Authoritative location
	One production-controlled file or record
	



Specification
	Field or test
	Recommended default or requirement
	Production value or result

	Authorized requestors
	Named people, roles, verified contacts, permission scope, start date, and end date
	

	Asset custodian
	Named person or facility responsible for each physical and digital copy
	

	Release authority
	Producer or another person named in a signed lab-access letter
	

	Transfer platform
	Frame.io for review and a production-approved high-speed transfer service for full-quality media
	

	Access rule
	Give each person access only to the material required for assigned work
	

	Account rule
	Individual accounts with multifactor authentication. No shared passwords.
	

	Link policy
	Password, expiration, download permission, recipient list, and visible or forensic watermarking as required
	

	Screener watermark
	Project, recipient, and unique identifier when disclosure risk requires it
	

	Local storage
	Encrypted storage for portable media and approved artist workstations
	

	Review-platform retention
	Export notes and approvals, then delete or archive media on the recorded date
	

	Vendor closeout
	Revoke access, collect contracted project files and elements, confirm deletion or retention, and record exceptions before final payment
	

	Incident contact
	Named production contact and notification procedure
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